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Web 2.0

Les survivants se partagent le gateau



AOIOR
Web 2.0

https://www.flickr.com/photos/100413535@N03/9570093789/



2001

Tor
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Metasploit

i?i M metasploit
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Aircrack-ng

Qe i GOS0/ 0

~ ["krminai °Mcra¢k (~/Docum...

Arquivo

B Arcrack x

b=

Aircrack (~/Documentos) - gedit
Editar Ver Pesquisar F

Doc t

-1 = Opgao para arp request;
= Mac-Address o

Ajuda

B Rory Psover | B (oo o | VIR R QX

Access Point alvo

= [Terminal

w B a3 2« R100% @ Elo:4as07

Terminal

CH 6 ][ Elapsed: 5 mins ][ 2014-10-02 10:48

-h = Mac-Addr
identificamos como|
mon@ = interfa

aircrack-ng -a 1 ¢

-a = Modo parg|
-1 =wep (se f

D

Cisco Packet Tracer

Digitalizador
simples

Editor de i

AUNHQg

depth
e/ 1
e/ 7
0/ 10
1/ 14
54/ 56

Terminal

Aircrack-ng 1.1

[00:04:00] Tested 53903 keys (got 35046 IVs)

byte(vote)

D7(48132) EE(42548) BB(42404) EF(41700) 48(41596)
01(46068) 26(42296) AC(41160) E6(40932) EO(40568)
71(46356) 20(45192) 98(43060) S5C(42544) 94(41960)
8C(42564) 87(42212) 5D(40884) 52(40724) FA(40712)
3A(37340) 3B(37228) 83(37204) 36(37200) ES(37188)

—5x;71=ac:u ]
Decrypted correctly: 100%

r3do-Vostro-3460 r3do #

BSSID
20:02:AF:AF:0F:B5
00:25:9C:FA:40:55
00:1C:FB:39:71:05
£o.an E
3
6
A
C
0
F
0

GIMP

UibreOffice Calc

PWR RXQ Beacons

-1 @ ]
-56 100 3098
-84 93 2943
-86 69 2331
-83 93 2840
-85 36 2521
-9 72 1eel
-88 3 2238
=91 37 239
-98 9 314
-85 @ ]

#Data, #/s CH MB ENC
e e -1 -1

35494 63 6 54e WEP
3 0 6 54 . wWPA2
[} 0 6 54e. WPA2
65 0 6 54e WPA2
55 0 6 54e. WPA
1 @ 6 54e. WPA2

1522 2 6 54 . 0PN
] @ 6 54e WPA2
2 ® 6 54e WPA
8 9133 -1 OPN

|
i\

CIPHER AUTH ESSI

<len
WEP OPN rev2
CCMP  PSK mira
CCMP  PSK Haro
CCMP  PSK RMac
CCMP  PSK TP-L
CCMP  PSK  AQUA

TP-L
CCMP  PSK Leo
CCMP  PSK netv

<len

Redes de Ambicdo - https://www.aircrack-ng.org/movies.html
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Backtrack (Kali en 2012)
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Anonymous
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WILIEELS
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Smartphones

Steve Jobs - 2007
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Bitcoin

Cours du BTC (bleu) et ETH (orange) © Google Finance
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Fablabs / Hacklabs

O RN //,I

https://www.18h39.fr/articles/decouvrez-artilect-premier-fablab-de-france.html
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Agence Nationale de la Securité des Systemes d’Information
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Root-Me
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Hack in Paris




http://www.slate.fr/story/30471/stuxnet-virus-programme-nucleaire-iranien
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Snowden

New York
Times
Bestseller

Edward,
Snowdéw




Web 3.0

Le Web est partout
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Rasberry Pi
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Hacking a car




2015

Hacking a plane




2015
Hacking a toy




PAONNS
Mirai vs Dyn managed DNS
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Shadow Broker

NSA Hackers ‘ n

Shadow Brokers

-

© www.securityinsider-wavestone.com
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EternalBlue (Adylkuzz, Wannacry, NotPetya

Payment will be raised on
5/16/2017 00:47:55

Time Left

Your files will be lost on

5/20/2017 00:47:55

Time Left
g Law o et d |
n in

5
e’ '-'

How to buy bitcoins?

Contact Us

Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other
accessible because they have been encrypted. Maybe you are
recover your file
our decry

sareno lo
busy look way to
it do not waste your time. Nobody can recover your files without
ption service,

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your
But if you want to decryptall 3

for free. Try now by
u need to pay.
After that the price
1don’t pa to recov
We will have free events for e 50 poor that they ¢

g <Decrypt>.

ill be doubled
files forever.
1't pay in 6 months.

How Do I Pay?
About bitcoin
For more information,

formation, click
Please check the ome bitcoi
How to buy bitcoins>.
send the correct amount to the address specified in this windo
k <Check Payment>. Best time to check: 9:00am - 11:00am

23

Send $300 worth of bitcoin to this address:

[129YDPgwueZ9NyMgw519p7AABisjr6 Shw

ACCEPTED HERE

1‘

Check Payment




2016, 2018

Reglement Générale de Protection des Données
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Maze

Maze Ransomware
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© www.futura-sciences.com
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2017, 2020
Solarwind

solarwinds




Et apres ?

Ou va-t-on ?



Crises

> B VP’-.Z.“..’I""I

o - -
' .\ \." )a\"n.l

<2 .o.d‘gyi

\\s%’ \’.‘\‘l"
l..n.‘\.’

O wﬁi
\:.,v i . o . -
155 {

-
e T o S e & Sl S s

© geralt @ pixabay.com



Intelligence artificielle

PIINY. & )

© www.wallpapertip.com/fr/bwxbih




Avant de partir

Dernieres paroles
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lives@arsouyes.org

lives-subscribe@arsouyes.org
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© Simoneph @ pixabay



